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Information and Netwdi'k SecuritY
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Note: Answer anY FIV'ffill question'
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Compare and interPret
,d!t*r 
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iij Substitution and Transppsitio
O Cwptography and Cryptanalysiq,q*ii) Substituti

;;;r nt""t and Stream Cipher '*',' ..'iV) Symmetriiii) Block and Stream CiPher ..+" ymmetric and Asq metric

ion Cipher
cipher (08 Marks)

(08 Marks)

F.xnlain one time pad with its qptaiialysis

Letter e h i *: ,:tl r S t

binarv 000 001 010 01+ 100 101 110 111

@ l$.,S:-Ifll 1oo ooo 101

Messase : heilhitler

i 10. (-)0t

Message

$,..., si:, '

(08 Marks)
2 a. Smpllly tne IIeIGKI.IUII s PrurvrPrv ur Luv YVi]+{!t'^" v- -- J r-- a ' r J

.r!,:::,. : r:-- ^rn---lt^--^-t ;^''1"iah firrrcfinn (08Marks)
b.

(08 Marks)

' f, fitr# ' .Ti"liii"nn 1,1;elainnre .,* 
* (08 Marks)

" 
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4 a. Explain how Steganography'and Digital ,*uffip..$ating techniquei sed to hide the

information. 
"'-o-- -"-'..;;,i......:..1 

" .-'': ""'t .,'' (08 Marks)

:. ^ ^ , , ,.1t--\.,.:,L :+^ -*-,^trr.o .,,. .r" 'i"' (08 MafkS)
b. Illustrate HMAC algor,iih#with its structurg' " ud NrarKsl

'"''"":" 
*'-"i 'F

. OVq assward Sctreme.ffid on challettg'"'ffiflbntt' (08 Marks)

b. Explain rt. .t_ii[,'fr*.0 u"A ,.qrr.ng ers freshness n$ ranisms' (08 Marks)

''!''l-,.i'' +:,,.. '+:

6 a. Explainthe$tagesinprotocolg"gtlgfi $.itschal1q$t+ 
(O8Marks)

b. ruustrate-*rttie."riti."i"".rJ-*f*ablishment pffioabts. (08 Marks)

7 a. Explain the scope orkp$"d.anagement r1itfr,,4ls*eylifecycle diagram' (08 Marks)

o. _ffi;;#;"s;i#iru[;;;."es ro$etric and public kev crvptographv'(08 Marks)

a. lnterpret the,'Coviining key ma]-4[fuent techniqu-es 
^;. e*pruin urldelaiipub[; kei cert'iflHte management models'

a. Summarize the following aSummarizerthe following applications

i) cryptography on il&;H;i1i)g'vnt"s'u+v ": yP:I f9:""T::'::"'"'-f illU::3
b. iffi#?;y#rili;;dil; "iCrvpt"i.uprrv 

* wireress tocal area networks. (08 Marks)

10 a. Outline how Cryptography wrll provide security for paynent card transactions' explain in

b. Illustrate tne fofu*lng Cryptographic applications :

i) Video broadcasting ii) Home users' (08 Marks)

.,,,,.+., d'*t*:l'
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(08 Marks)
(08 Marks)


